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 MEMO 
 

September 3, 2008 
 

 
To:  Robert P. Grimesey, Jr. Ed.D., Superintendent 
 
From: Sarah T. Campbell, Ph.D., Assistant Superintendent/Instruction 
 
Subject: Guidelines for Internet Safety Instruction in Alleghany County Public Schools   
 
 In 2006 legislation was approved by the General Assembly and signed by Governor Kaine 
requiring the addition of a student Internet safety component to the division’s Acceptable Use Policy. 
The legislation also required Internet safety to be integrated within each school division’s academic 
instructional program and it directed the Superintendent of Public Instruction to issue guidelines 
regarding Internet safety instruction. Additionally, the directive gave local school divisions until 
September 1, 2008 to complete full implementation of a locally developed program.  
 
 This is to inform you that Alleghany County Public Schools has met the requirements of this 
legislative directive. The division’s Acceptable Use Policy (GAB-IIBEA) has been updated to include 
an Internet safety component and administrative guidelines for Internet safety have been established. 
In addition, an Internet Safety Curriculum has been developed and implemented in grades K-12 and 
all teachers have received Internet safety training. 
 
 Attached are copies of the division’s Acceptable Use Policy (GAB-IIBEA), Administrative 
Guidelines for Internet Safety (GAB-R2/IIBEA-R2), and an overview of the Internet Safety Curriculum. 
In order to document compliance with all aspects of this legislative directive, I request that these items 
be placed on the September 2008 school board agenda for review and approval. 
 
 Please let me know if additional information is needed. 



File:  GAB/IIBEA
 

ACCEPTABLE COMPUTER SYSTEM USE 
  
            The School Board provides a computer system, including the internet, to promote 
educational excellence by facilitating resource sharing, innovation and communication.  The term 
computer system includes hardware, software, data, communication lines and devices, terminals, 
printers, CD-ROM devices, tape drives, servers, mainframe and personal computers, the internet 
and other internal or external networks. 
  
            All use of the Division’s computer system must be (1) in support of education and/or 
research, or (2) for legitimate school business.  Use of the computer system is a privilege, not a 
right. Any communication or material used on the computer system, including electronic mail or 
other files deleted from a user’s account, may be monitored or read by school officials. 
  

The Division Superintendent shall establish administrative procedures, for the School 
Board’s approval, containing the appropriate uses, ethics and protocol for the computer system.   
The procedures shall include: 

(1)   a prohibition against use by division employees and students of the division’s computer 
equipment and communications services for sending, receiving, viewing or downloading 
illegal material via the Internet;  

(2)   provisions, including the selection and operation of a technology protection measure for the 
division’s computers having Internet access to filter or block Internet access through such 
computers, that seek to prevent access to  
(a)   child pornography as set out in Va. Code § 18.2-374.1:1 or as defined in 18 U.S.C.  § 

2256; 
(b)   obscenity as defined by Va. Code § 18.2-372 or 18 U.S.C. § 1460; and 
(c)   material that the school division deems to be harmful to juveniles as defined in Va. Code 

§ 18.2-390, material that is harmful to minors as defined in 47 U.S.C.  
§ 254(h)(7)(G), and material that is otherwise inappropriate for minors; 

(3)   provisions establishing that the technology protection measure is enforced during any use of 
the Division’s computers by minors;  

(4)   provisions establishing that the online activities of minors will be monitored; 
(5)   provisions designed to protect the safety and security of minors when using electronic mail, 

chat rooms, and other forms of direct electronic communications;  
(6)   provisions designed to prevent unauthorized online access by minors, including “hacking” 

and other unlawful activities by minors online;  
(7)   provisions prohibiting the unauthorized disclosure, use, and dissemination of personal 

information regarding minors; and 
(8)   a component of Internet safety for students that is integrated in the division’s instructional 

program. 
  
            Use of the School Division’s computer system shall be consistent with the educational or 
instructional mission or administrative function of the Division as well as the varied instructional 
needs, learning styles, abilities and developmental levels of students.  The Division’s computer 
system is not a public forum. 
  
            Each teacher, administrator, student and parent/guardian of each student shall sign the 
Acceptable Computer System Use Agreement, GAB-E1, IIBEA-E2, before using the Division’s 
computer system.  The failure of any student, teacher or administrator to follow the terms of 



the Agreement, this policy or accompanying regulation may result in loss of computer system 
privileges, disciplinary action, and/or appropriate legal action. 
  
            The School Board is not responsible for any information that may be lost, damaged or 
unavailable when using the computer system or for any information retrieved via the Internet.  
Furthermore, the School Board will not be responsible for any unauthorized charges or fees 
resulting from access to the computer system.   
  
            The Division Superintendent shall submit to the Virginia Department of Education this policy 
and accompanying regulation biennially. 
  
Adopted:        March 21, 2005 
Amended:      June 19, 2006 
_______________________________________________________________________________
_______________________________________________________________________________
  
Legal Refs:    18 U.S.C. §§ 1460, 2256. 

47 U.S.C. § 254. 
  

Code of Virginia, 1950, as amended, §§ 18.2-372, 18.2-374.1:1, 18.2-390, 22.1-70.2, 
and 22.1-78. 

  
  
© 6/06 VSBA     

ALLEGHANY COUNTY PUBLIC SCHOOLS 
 
 



File:  GAB-R2/IIBEA-R
 
 

ADMINISTRATIVE GUIDELINES FOR INTERNET SAFETY 
 

 The purpose of the Administrative Guidelines for Internet Safety is to insure safety for all users 
of the Alleghany County Public Schools network. A comprehensive program of Internet Safety is a 
critical element of the division’s Acceptable Use Policy. Filtering systems are in place to minimize 
exposure to illegal or inappropriate information while on the Internet. Guidelines intended to ensure 
the safety of all are included in the policies for students and staff. 
 
 Specific regulations exist to protect both employees and students utilizing the Alleghany 
County Public Schools network. The regulations are as follows: 
 

1. All students and their parents are required to read and sign the Acceptable Use Policy 
annually. 

 
2. All staff members sign the Acceptable Use Policy upon initial employment. 

 
3. Parents are informed of potential dangers of Internet use both in and out of school. Written 

materials for parents are available via the division web site. Potential dangers of which parents 
should be aware will be posted on the web site and in school newsletters. 

 
4. A comprehensive program of Internet Safety is in place K-12 and will be reviewed annually. 

This program will be integrated into all curricular areas and updated as needed to provide 
adequate and timely instruction in all aspects of Internet Safety. 

 
5. The Technology Committee will provide oversight of the Internet Safety program. The 

committee will review the Internet Safety program and all Internet related policies annually and 
make recommendations as needed. An evaluation of their findings will be presented to the 
Alleghany County School Board annually. 

 
 
 
Adopted:  
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Introduction 
 
The instructional staff of Alleghany County Public Schools believes that the Internet has a profound influence on 
education and that it has the potential to positively impact a student’s academic achievement. Additionally, the 
instructional staff acknowledges that the high-speed Internet has made the World Wide Web more interactive and 
that it has expanded communication possibilities beyond the written word. Furthermore, the instructional staff 
recognizes that students tend to adopt new technologies quickly and that many of them do not have the experience 
or knowledge to understand the potential risks. Therefore, the instructional staff believes that parents, educators, 
and community members must encourage students to take advantage of the Internet’s benefits while reducing its 
risks. 
 
Alleghany County Public Schools has an Internet acceptable use policy that contains an Internet safety component 
and the division maintains current filtering software in an effort to reduce the risks associated with Internet use. In 
addition, a program for integrating Internet safety had been developed and infused into the core curriculum. The 
goal of these efforts is to help protect young people from online dangers. 
 
This document contains the Alleghany County Public Schools Internet Safety Curriculum for grades K-12. When 
students use the Internet in the classroom, teachers remind students of the rules outlined in the Acceptable Use 
Policy, discuss techniques for evaluating information from Web pages, review the potential dangers of using Web 
pages or e-mail for communication, and note proper precautions to take as well as a appropriate steps to take if they 
encounter a problem by infusing age-appropriate lessons into the core curriculum. The overall goal is to help 
students internalize these messages by constantly repeating the cybersafety elements. 
 
 
 
 
 

Adapted from the Virginia Department of Education  
Guidelines and Resources for Internet Safety in Schools and Ideas for Integrating Internet Safety into the Curriculum 



 

Table of Contents 

Administrative Guidelines………………………………………………………………………………………………………….. 4 

Teacher Training……………………………………………………………………………………………………………………… 5 

Curriculum Overview………………………………………………………………………………………………………………… 6 

Curriculum Detail…………………………………………………………………………………………………………………….. 11 

Terminology K-5……………………………………………………………………………………………………………………… 28 

Terminology 6-12…………………………………………………………………………………………………………………….. 31 

Activities and Resources 6-12……………………………………………………………………………………………………... 34 

  

 



Administrative Guidelines for Internet Safety 
 

 The purpose of the Administrative Guidelines for Internet Safety is to insure safety for all users of the Alleghany County 
Public Schools network. A comprehensive program of Internet Safety is a critical element of the division’s Acceptable Use 
Policy (GAB-R/IIBEA-R). Guidelines intended to ensure the safety of all are included in the policies for students and staff. In 
addition, the following specific regulations exist to protect both employees and students who access the Alleghany County 
Public Schools network. 
 

1. All students and their parents are required to read and sign the AUP annually. 

2. All staff members sign the AUP upon initial employment. 

3. Parents are informed of potential dangers associated with Internet use both in and out of school. 

4. Parents have access to written materials on the division web site that can inform them of potential dangers associated 

with Internet use. 

5. A comprehensive program of Internet Safety is in place K-12 and it is reviewed annually. 

6. The Internet Safety program is integrated into all curricular areas and updated as needed to provide adequate and 

timely instruction in all aspects of Internet Safety. 

7. A program of staff development will incurred annual review of all Internet Safety policies by professional staff to 

include school-based meetings, web-based communications, and email news regarding potential dangers associated 

with Internet use. 

8. A technology team composed of key technology personnel will review the policies and program annually and make 

recommendations as needed. 

9. The School Board will review program and policy updates annually. 

 



 

Teacher Training Components 
Methodology Resources Related Standards of Learning 

• All teachers attend in in-service by 
ITRT on Internet safety for general 
content knowledge 

 
• All teachers may request one-on-

one instructional support from 
ITRT on grade level specific 
curriculum content 

 
• All teachers review and sign the 

Acceptable Use Policy and review 
the appropriate components with 
their students 

 
• All teachers are required to 

document Internet safety 
instruction in their daily lesson 
plan books 

 
• All teachers are trained in the use 

of the NetSmartz.org curriculum 
as it relates to the core curriculum 

 
• All teachers are encouraged to 

make use of teachable moments 
as they relate to Internet safety 

• The Virginia Department of 
Education’s Internet Safety page 

 
• www.netsmartz.org 
 
 
• Virginia Technology Standards for 

Students and Instructional 
Personnel 

 
• WebWiseids.org 
 
 
• iSafe.org 
 
• CyberSmart Curriculum 

• CyberSmart’s alignment of 
Virginia K-8 Sol’s and Internet 
Safety  

 
• C/T K-2.1, 2.2, 2.3, 2.4, 2.7 
 
 
• C/T 3-5.3, 5.4 
 
• C/T 6.8.3 (a,b), 8.4 (a,b), 8.5 (a,b) 
 
 
• C/T 9-12.3, 12.4, 12.6, 12.7 
 

 

http://www.netsmartz.org/


 
 

Curriculum Overview 
Grades K-2 

 
GRADE GOAL TOPIC OBJECTIVES 

K-2 Know the Rules Check First 
Recognize the need to check with parent or other trusted adult before going 
anywhere, helping anyone, accepting anything, getting into a car, or leaving with 
anyone. 

K-2 Know the Rules Take a Friend Recognize the importance of taking a friend when going places or playing outside. 

K-2 Know the Rules Tell People “No” Understand what to do if someone tries to touch them in ways that make them feel 
scared, uncomfortable, or confused. 

K-2 Know the Rules Tell a Trusted Adult Recognize the need to tell a parent, guardian or other trusted adult if anything 
happens to them. 

K-2 Develop Internet 
Awareness Chat Abbreviation Recognize the need to be Net smart 

K-2 Develop Internet 
Awareness Chat Abbreviation Recognize the need to be Net smart in various situations 

K-2 Develop Internet 
Awareness Instant Messaging Recognize the dangers of sharing personal information online 

K-2 Develop Internet 
Awareness Viruses Damage Computers Recognize how viruses are spread and how they can damage computers 

K-2 Understand the World 
Wide Web World Wide Web Recognize that the World Wide Web connects us from person to person by 

comparing it to a spider web 

K-2 Understand the World 
Wide Web 

Dangers of the World Wide 
Web Recognize the potential dangers associated with the World Wide Web 

K-2 Understand the World 
Wide Web 

Dangers of the World Wide 
Web Recognize the potential dangers on the Internet 

 



 
 

Curriculum Overview 
Grades 3-4 

 
GRADE GOAL TOPIC OBJECTIVES 

3-4 Know the Rules Check First 
Recognize the need to check with parent or other trusted adult before going 
anywhere, helping anyone, accepting anything, getting into a car, or leaving with 
anyone. 

3-4 Know the Rules Take a Friend Recognize the importance of taking a friend when going places or playing outside. 

3-4 Know the Rules Tell People “No” Understand what to do if someone tries to touch them in ways that make them feel 
scared, uncomfortable, or confused. 

3-4 Know the Rules Tell a Trusted Adult Recognize the need to tell a parent, guardian, or other trusted adult if anything 
happens to them 

3-4 Develop Internet 
Awareness Chat Abbreviation Recognize the need to be Net smart 

3-4 Develop Internet 
Awareness Instant Messaging Recognize the dangers associated with sharing personal information online 

3-4 Develop Internet 
Awareness Computer Viruses Recognize what a computer virus is, how they spread from computer to computer, 

and how they can damage computers 

3-4 Develop Internet 
Awareness Passwords Recognize how passwords work and how important it is to have a password that 

no one can guess 

3-4 Develop Internet 
Awareness Passwords Understand the concept of non-identifying information and how to create a good 

password 

3-4 Develop Internet 
Awareness Passwords Develop strategies for creating strong passwords and review the importance of 

keeping a password private 

3-4 Understand the World 
Wide Web Internet Dangers Recognize dangers on the Internet 

3-4 Understand the World 
Wide Web Internet Dangers Reinforce the ability to recognize dangers on the Internet 

3-4 Understand the World 
Wide Web Internet Dangers Recognize that people are not always who they say they are on the Internet and 

identify personal information that should not be shared on the Internet 

 



 
 

Curriculum Overview 
Grades 5-6 

 
GRADE GOAL TOPIC OBJECTIVES 

5-6 Know the Rules Check First 
Recognize the need to check with parent or other trusted adult before going 
anywhere, helping anyone, accepting anything, getting into a car, or leaving with 
anyone. 

5-6 Know the Rules Take a Friend Recognize the importance of taking a friend when going places or playing outside. 

5-6 Know the Rules Tell People “No” Understand what to do if someone tries to touch them in ways that make them feel 
scared, uncomfortable, or confused. 

5-6 Know the Rules Tell a Trusted Adult Recognize the need to tell a parent, guardian, or other trusted adult if anything 
happens to them 

5-6 Develop Internet 
Awareness Chat Abbreviations Review the basic Internet safety rules 

5-6 Develop Internet 
Awareness Instant Messaging Recognize how difficult it is to tell when someone is misrepresenting themselves 

online  

5-6 Develop Internet 
Awareness Viruses Recognize how viruses can affect their computer and how easy it is for a virus to 

spread  

5-6 Understand the World 
Wide Web Internet Dangers Recognize possible dangers on the Internet 

5-6 Understand the World 
Wide Web Internet Dangers Recognize that people are not always who they say they are on the Internet 

5-6 Understand the World 
Wide Web Internet Dangers Identify safe and unsafe online behaviors 

5-6 Understand the World 
Wide Web Online Information Distinguish between appropriate and inappropriate information to share online 

5-6 Understand the World 
Wide Web Social Networking Identify rules that should be followed when adding “friends” on social networking 

sites 

5-6 Understand the World 
Wide Web Cyberbullying Identify the various forms of Cyberbullying, their effects and consequences 

 



 
 

Curriculum Overview 
Grades 7-8 

 
GRADE GOAL TOPIC OBJECTIVES 

7-8 Develop Internet 
Awareness  Personal Information Recognize why it is important to protect personal information while online 

7-8 Develop Internet 
Awareness Password Protection Recognize why it is important to protect passwords from everyone except parents 

or guardians 

7-8 Understand the World 
Wide Web Cybebullying  Recognize how information from friend to friend can become information shared 

with everyone on the World Wide Web 

7-8 Understand the World 
Wide Web Decision-making Recognize how decisions made while using the Internet can have serious 

consequences 

7-8 Understand the World 
Wide Web Promises and Intentions 

Recognize the difference between promises and intentions of an unknown person 
vs. those made by a trusted adult and how to know whom to turn to when feeling 
sad and alone 

7-8 Understand the World 
Wide Web Vocabulary Recognize and use vocabulary dealing with Internet behavior i.e. flaming and 

cyberstalking 

7-8 Understand the World 
Wide Web Communication Recognize the need to communicate with a trusted adult when confronted by 

unknown persons online 

7-8 Understand the World 
Wide Web Cyberbullying Understand how to protect themselves against cyberbullies 

7-8 Understand the World 
Wide Web Social Networking Identify rules that should be followed when adding “friends” on social networking 

sties 

7-8 Understand the World 
Wide Web Cyberbullying Understand Cyberbullying, its effects and possible consequences 

 



 
 

Curriculum Overview 
Grades 9-12 

 
GRADE GOAL TOPIC OBJECTIVES 

9-12 Develop Internet 
Awareness Personal Information Recognize how to avoid the negative consequences associated with giving out 

personal information and the need to maintain privacy on the Internet  

9-12 Understand the World 
Wide Web Cyberbullying Recognize the consequences of giving out a password to anyone other than 

parents or guardians 

9-12 Understand the World 
Wide Web Cyberbullying Recognize the positive and negative aspects of sharing information on the Internet  

9-12 Understand the World 
Wide Web Online Acquaintances Recognize the consequences of meeting an unknown person who was met on the 

Internet and the importance of communicating with a trusted adult 

 
 
 


